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DISTRIBUTED DENIAL OF SERVICE THREATS:
RISKS, MITIGATION, AND BEST PRACTICES

Protecting network resources against distributed denial of service (DDoS) attacks is no longer just a concern of
companies with high-profile Websites. In fact, Gartner predicts that a full 50 percent of companies without effective
mitigation strategies will suffer financial or service loss as a result of botnet attacks by 2007.* In addition to downtime
and productivity loss, risks include loss of top-line revenue from Web services, theft of information while IT groups are
distracted, and stock price manipulation.

Traditional mitigation solutions such as intrusfmevention systems (IPSs) effectively protect ifdiial servers and subnets from malicious
application-layer attacks. However, they do notg@ebthe upstream link, which can be saturated atfiidfick traffic, or even fail completely
under the load of a bandwidth-intensive DDoS attétkhis situation, all or most legitimate traffcblocked even though the services are
technically available.

The Cisc8 Guard solution mitigates the risk of DDoS attabygrotecting not only individual servers, but alkeir upstream links. The
solution has two parts. The Cisco Traffic Anomalgt&€tor constantly analyzes traffic destined tdqumted resources in order to identify
anomalous traffic patterns. When an attack is dededraffic is diverted to the Cisco Anomaly Guandhich applies various mechanisms to
drop malicious traffiavhile allowing legitimate traffic to pass throughthe protected resource that has come under attack

IT groups can choose from several deployment optionthe Cisco Guard solution. Companies that waamost possible control of the
solution can deploy it on premises. However, thegcha sufficiently large link between the servioeviger and the data center to carry both
malicious and legitimate traffic. The question $ome is, “Is it worth it to pay for a larger pigettansport malicious traffic, only to drop it at
the network edge?” Other companies choose a marsageide, if available. In this scenario, the Ci€uard is deployed within the service
provider network, and anomaly detection can ocitheeon premises or within the service providemmek. With a managed service, only
legitimate traffic—no DDoS traffic—travels across g@vice provider link to the data center.

This white paper is intended for enterprise IT pssfonals. It describes the value of the Cisco ésalution for DDoS mitigation. It begins by
explaining the risks of DDoS attacks and the unideimands of DDoS mitigation. Next, it describes hbg/Cisco Guard solution works. The
paper concludes with deployment considerationdudtieg operational planning and whether an in-haley@oyment or managed service is
better for a given organization.

* Gartner, “Protect Your PCs and Servers from tinBt Threat,” December 29, 2004
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WHAT HAPPENS DURING A DDoS ATTACK

During a DDoS attack, multiple hosts send legitenaguests, with malicious intent, for service ®rgle target. Any resource connected to
the Internet can be a target, including DNS serersail services, online applications, or routgeifaces. In the worst case, faced with an
onslaught of requests, either the Web server apissream router fails and all traffic stops. Mofeen, the link and equipment become
saturated, allowing passage to only a portionadffit—some from legitimate users, some malicious.

Risks of DDoS attacks include:

e Downtime and productivity loss.

e Top-linerevenueloss from sales and support services during the outage. Companies that stand to lose the most from a D&t8k use
their Websites for commerce, vital support servioeshe core business, such as a news servi@aortsengine.

e Damage to company reputation resulting in long-term revenueloss. If a customer uses a competitor’'s Website duitsgreferred
supplier's DDoS-related outage, the customer ntigimsfer his or her loyalty to the competitor, téag in ongoing revenue loss.

o Theft of information—Hackers sometimes launch DDoS attacks as a divevdide they snoop through confidential customecampany
information, such as credit card numbers or intélial property.

e Extortion—The attacker offers to stop (or not initiate) a attack for a cash payment. Originally directedligf offshore gaming
companies, extortion attempts have more recentBaspto Fortune 500 companies.**

¢ Stock price manipulation—For certain types of businesses, an unavailablesiddebends the stock price down. Attackers somstimench
a DDosS attack in order to profit from day trading.

e Malicious competition—In one recent case, a brick-and-mortar retail distalbent hired a computer consultant to launch @®Rttack
against an online competitor
* NetworkWorld, “Extortion via DDoS on the Rise,” & 16, 2005

MULTILAYERED APPROACH TO DDoS MITIGATION

Cisco SystenfSoffers multiple technologies for DDoS mitigatiqarpviding defense in-depth. These include CiscaifigtAgent, Cisco
Intrusion Prevention System (IPS), Cisco routems, @isco Guard. Each has a role in DDoS mitigation.

Cisco Security Agent

Installed on a Web server, Cisco Security Agentliait the number of connections that any one ¢lian attempt. DDoS attacks can involve
more than 200 connections per minute, while aitegie client typically initiates just a few per mie. If a company specifies that a single
client should not attempt to connect more thanih®s a minute, for example, the 16th and subseaqtarhpts are refused until the timer
expires. In this way, Cisco Security Agent slowsvddDoS attacks to the degree that they do notgmiethe processing of legitimate traffic.

While Cisco Security Agent effectively protectsividual servers from malicious attacks, it does prattect the upstream link. And if the
upstream link is saturated, traffic cannot passuh to the servers. Organizations can augmer@igen Security Agent by using the Cisco
Guard solution, discussed later in this paperrtoget upstream links and devices.

Cisco Intrusion Prevention System

Deployed on a subnet, a Cisco Intrusion Preverigstem (IPS) can mitigate DDoS threats downstream the sensing device. It recognizes
various flood signatures and then automaticallycetes the response that IT has specified for igaature. Actions include resetting the
connection, dropping packets at the sensor sodbeyot reach the intended target, or modifyingabeess control list (ACL) on the edge
router or switch near the affected area. The IRSatso create a rate-limiting policy on the edggeo For example, upon detecting a SYN
flood attack, the IPS device can define a policthimrouter that that limits the number of SYN petelforwarded, thereby decreasing the load
on the internal network and targeted device.



Like Cisco Security Agent, Cisco IPS protects thieret and its hosts from many malicious threatschohot completely eliminate the impact
of many of today’s sophisticated DDoS attacks.

Cisco Routers

Cisco routers at the network edge help mitigateagetypes of DDoS attacks by using ACLs, blackirolating, rate limiting, and traffic-flow

reporting:

e ACLs coarsely filter traffic that is clearly unwaat, such as traffic that spoofs the company adelsemsis destined for Windows control
ports. When DDoS attacks originate from a broagjeaof spoofed addresses, however, ACLs alone cameeént a large-scale DDoS
attack because of the large number of addressek/ét/and the inability to distinguish between fiegate and malicious users. ACLs also

lack the sophistication to deal with network addreanslation (NAT). If multiple people at a singlé&Ted site try to access resources, all
traffic might appear to come from the same address.

e Blackholing can effectively block all traffic from given source or destined to a given address. i#awié cannot distinguish between bad
and good traffic in cases when Web traffic from sberce is good but DNS traffic is bad, for example

¢ Rate limiting is effective in reducing the impa¢t@DoS attacks but not in eliminating the thredtirety.
o Traffic-flow reporting entails an ongoing compansof network traffic with the normal network baseli

Traffic-flow reporting is available through Cisceetfflow technology, which collects information abtraffic flows and then sends it to a
threat-detection correlation tool for anomaly détet The industry’s most widely deployed DoS id#écation and network traffic flow
analysis technology, Cisco NetFlow is availabl@éandware, Cisco I0%Software, and Cisco Catal§gDperating System Software.

Cisco NetFlow classifies packets according to flomisere each flow is defined by seven unique cheriatics: the ingress interface, IP
protocol type, type-of-service (ToS) byte, sounad destination IP addresses, and source and destipert numbers. These characteristics
provide enough data to create a baseline profiteoahal traffic patterns. By producing detailed@auting of traffic flows, Cisco NetFlow
allows IT users to identify deviations from typic¢edffic patterns, an early sign of potential DDat&cks.

Cisco NetFlow is usually deployed at the networgesdnd can also be implemented by service providaer®nitor edge and peer interfaces,
which are the typical ingress points for most &$ad he router maintains a live Cisco IOS NetFl@ete to track the current flows.
Companies can export IP flow information from tlaelte to an external collector for further analy&isalysis of this exported data helps
administrators determine the threat classificatind apply appropriate mitigation techniques avé&lab Cisco 10S Software, such as ingress
ACLs, Network-Based Application Recognition (NBAR)Nd Unicast Reverse Path Forwarding (URPF).

To analyze Cisco NetFlow data, companies can essvlre tools such as cflowd, flow-tools, and auwte$o In addition, vendors such as Arbor
Networks provide a GUI-based collector applicatiool for large-scale data collection, analysisB@S and DDoS attack detection, and
centralized reporting. When Arbor Networks Peakfknftware detects an anomaly in its analysis of@€NetFlow statistics, it can signal the
Cisco Anomaly Guard to “scrub” malicious trafficofmore information on the traffic classificationdaidentification capabilities integrated
into Cisco 10S Software, visiittp://www.cisco.com/web/about/ac123/acl14/abostaipacket issues_list.html

CISCO DDoS MITIGATION SOLUTION: CISCO GUARD

The Cisco Guard solution complements, rather teataces, ACLs, firewalls, remote-triggered blackisotraffic-flow reporting, IPSs, and
other tools for policy enforcement and mitigatittrprotects not only the targeted server and ity but also all upstream bandwidth
between the Cisco Guard and the targeted hostgesispecifically to protect resources with higkibass value against DDoS attacks, Cisco
Guard allows legitimate traffic to pass, blocksiaials traffic, and prevents downstream resourcas being overwhelmed with malicious
traffic. The Cisco Guard is not an inline solutibiat remains always on. Instead, it is a diverdiased, on-demand solution.

Proactive Mitigation At a Glance


http://www.cisco.com/web/about/ac123/ac114/about_cisco_packet_issues_list.html

The Cisco Guard solution for DDoS protection caissi$ two components: the Cisco Traffic Anomaly &@tbr and the Cisco Anomaly Guard
(Figurel). Both are available as appliances or@dutes for Cisco Catalyst 6500 Series switchesisedC7600 Series routers. When the Cisco
DDoS solution is first deployed, an administrataates a behavior profile of normal traffic—a pracealled learning. The company uses its
applications as usual for 24 hours to one week agpdication traffic runs through the Cisco Traffinomaly Detector. During the learning
period, the Traffic Anomaly Detector collects baselinformation to understand the normal operatibthe network, including:

e Packet rates for each type of packet, measuredakeps per second (pps)
e Packet ratios, such as the ratio of SYN packeENbpackets
e The number of simultaneous TCP connections opepedsingle source

Baseline information is collected for each destorahost address, destination subnet, source ddséss, and source subnet.

After the learning period, the Cisco Traffic Anomaletector is placed in monitoring mode and thee@i&nomaly Guard in standby mode. As
long as no attack is in progress, inbound traffierf the Internet flows through the switch withonyanvolvement from the Cisco Anomaly
Guard. A copy of inbound traffic is sent to the@idraffic Anomaly Detector for analysis via a Sshiéd Port Analyzer (SPAN) or virtual
ACLs. If the Cisco Traffic Anomaly Detector ideri¢i$ anomalous traffic behavior compared to thelveesehe mitigation process begins:

e The Cisco Traffic Anomaly Detector commands thec€i8nomaly Guard to start the diversion process.
e The Anomaly Guard then diverts (“hijacks”) traffiestined for the IP address under attack to itself.

e The Anomaly Guard subjects the traffic to multifglgers of analysis and countermeasures to disshgdegitimate sources from attack
sources, a process called cleaning or scrubbing.

e The Anomaly Guard drops the attack traffic and fands the legitimate traffic back into the normalffic path to the target, a process called
injection.



Figure 1. The Cisco Guard Solution
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The Cisco Traffic Anomaly Detector is a passive itwing device that constantly looks for indicatioof a DDoS attack against a protected
destination, also called a zone, such as a sdinewall interface, or router interface. The Cishaffic Anomaly Detector analyzes copies of all
inbound traffic destined for the protected zonesS#PAN or a passive network tap. This analysisliregocomparing the current traffic

behavior to the baseline thresholds, also calleahe policy, to detect anomalous traffic behavicanomalous behavior is seen and appears to
be a possible attack, the Cisco Traffic Anomalydagdr signals the Cisco Anomaly Guard via an ottarfd Ethernet management network to
begin analysis and mitigation of the attack.

Cisco Anomaly Guard



The Cisco Anomaly Guard is a self-contained tradfialysis and filtering device. When it begins iegiog traffic destined for a particular zone
that appears to be under attack, it conducts aaigoanalysis of that traffic. If analysis confirthgit the traffic is malicious, the Cisco Anomaly
Guard applies countermeasures such as anti-spaofiehanisms and various levels of filtering (TableThe end result is that traffic from
malicious sources is dropped, while traffic fromgitanate sources is forwarded to the intended dastin.

DDoS Attacks Detected and Mitigated
Table 1 lists the types of DDoS attacks that tree@€iGuard solution detects and mitigates.

Table 1.  Categories and Specific Types of DDoS Attacks

Attack Category Specific Types of Attacks

Bandwidth Consumption Attacks Spoofed and non-spoofed flood attacks:
LI TCP Flag (SYN, SYN-ACK, ACK, FIN)
[J Internet Control Message Protocol (ICMP)
[ User Datagram Protocol (UDP)

Examples include SYN flood, smurf, LAND, and UDP flood attacks.

Zombie/botnet attacks, in which each zombie or bot source opens multiple TCP connections,
and sometimes issues repetitive HTTP requests.

DNS attacks, such as DNS request flood.

Resource Starvation Attacks Packet size attacks, characterized by fragmented or large packets. Examples include teardrop
and ping-of-death.

Low-rate zombie/botnet attacks, which are similar to bandwidth consumption attacks except that
each attack source sends multiple requests at a low rate.

DNS attacks, with DNS recursive lookup.

For a comprehensive description of DDoS attackes,; ke Internet Protocol Journal” at:
http://www.cisco.com/en/US/about/ac123/acl47/amthivssues/ipj_7-4/dos_attacks.html

Traffic Diversion Options
IT groups can select from the following options fi@ffic diversion from the upstream network to thisco Anomaly Guard, a process also
called traffic hijacking:

o Border Gateway Protocol (BGP) announcements frarCilsco Anomaly Guard to upstream routers, statiagtraffic to the protected
destination will be routed instead to the Cisco #aty Guard.

e Use of external traffic diversion mechanisms susheanote BGP update routers.

¢ Route Health Injection (RHI) announcements fromc@idnomaly Guard to the routing process of the €Batalyst 6500 Series or Cisco
7600 Series supervisor engine. These announceplactsa static route in the global routing tabke fioints to the Cisco Anomaly Guard
module as the next hop.

Traffic Injection Options


http://www.cisco.com/en/US/about/ac123/ac147/archived_issues/ipj_7-4/dos_attacks.html

Traffic injection is the process that Cisco Anom@lyard uses to forward cleaned, legitimate traffithe destination under attack. The Cisco
Guard solution supports multiple traffic injectioptions. In the Layer 2 topology option, cleanexfit is forwarded from Cisco Anomaly
Guard to a statically configured, next-hop addthasresides on a downstream router attached teatime VLAN or subnet as the Cisco Guard
traffic injection interface/VLAN. Layer 2 traffimjection is the simplest to configure because @sdoot require any significant configuration
changes on the downstream router.

Layer 3 topology options for traffic injection inle:

¢ VPN Routing and Forwarding (VRF)

e Policy-Based Routing (PBR)

e VLAN Trunking

e Generic Routing Encapsulation (GRE) or IP Encapiguda/ithin IP (IPIP) Tunnel

Results: False Positives, False Negatives

Attacks That the Cisco Guard Stops

The Cisco Guard intercepts and stops more thareB®pt of malicious traffic. The few false negasiveve little potential for harm because
legitimate, non-malware packets, such as the SYdkgia commonly used in DDoS attacks, cause littiegoodamage. Note that malware
packets or application-layer exploits, which canssadamage, can be stopped by the Cisco IPS.

Why the Cisco Guard Does Not Stop Legitimate Packets

The Cisco Guard affects less than five percenegifimate traffic—a lower false-positive rate thgpital of intrusion detection systems (IDSs)
or other signature-based solutions. The reasothélow false-positive rate is that the Cisco Gusolilition subjects individual sources to
multiple levels of inspection before classifyingith as malicious DDoS sources. Types of inspectiolude:

e Per-destination analysis

¢ Anti-spoofing engaged based on per-destinationyaisal

e Per-source analysis

e Source-based drop filters engaged based on petesanalysis

DEPLOYMENT OPTIONS

Organizations can deploy the Cisco Guard solutititedy on premises, entirely at the service previlbcation, or with the Cisco Traffic
Anomaly Detector on premises and the Cisco AnorGalgrd at the service provider (Table 2).

Table 2. Comparing Cisco Guard Deployment Options

Deployment Option Advantages Disadvantages
In-House [J Provides IT with the most control. [ Link to service provider must be large enough to carry
U Is the only option available if service provider both malicious and legitimate traffic during a DDoS
does not offer a managed service. attack.
[T staff must be available 24x7.
Managed Service: [] Protects service provider link in addition to data [J More complex—provider equipment must communicate
center bandwidth and resources. with Cisco Traffic Anomaly Detector module at the data

Cisco Traffic Anomaly
Detector on Customer
Premises

[] Enables IT to monitor its own traffic. center.
[J Provides access to experts at service provider,
available 24x7.
Managed Service: [] Protects service provider link in addition to data [JIT cannot monitor traffic because Cisco Traffic
center bandwidth and resources. Anomaly Detector is offsite.

[] Provides access to experts at service provider,
available 24x7.

[J Avoids communication between Cisco Guard

Cisco Traffic Anomaly
Detector at Service
Provider Point of



Deployment Option Advantages Disadvantages
Presence (POP) components at POP and data center.

In-House Deployment Considerations and Best Practices
Companies that deploy the Cisco Guard solutiohethta center typically install both the Cisco mady Guard and Cisco Traffic Anomaly
Detector in a Cisco Catalyst 6500 Series switchithtine first point of entry for inbound Interrteaffic.

The Cisco Guard can only protect the upstreamifiitks deployed in the service provider networkerefore, before deciding to deploy the
Cisco Guard solution on-premises, the IT group rdesermine if the link from the data center to $kevice provider has sufficient capacity to
withstand a DDoS attack. The link to the servicavter is typically low-bandwidth, and is theref@aspecially vulnerable to DDoS attacks.
Many Fortune 500 companies, for example, rely oftipla DS-3 links (45 Mbps) to create a link of 2BMbps. DDoS attacks, which range
from sub-gigabit to multi-gigabit, can quickly sedte or bring down these links. Cisco recommendsMbps minimum for in-house
deployments, with 1 GB preferred. However, certaianizations might conclude that a lower-capduityto the service provider is adequate
for their business needs.

Other best practices for in-house deployments are:

« Consider the business risk of loss of service wdegrrmining incoming bandwidth requirements. If tittack does not exceed available
bandwidth, the Cisco Anomaly Guard lets in all tegate traffic. If the attack exceeds available dwsidth, the Anomaly Guard only cleans
traffic that makes it past the congested link. Tra#fic could contain no legitimate traffic or yelittle, making the Anomaly Guard less
effective as a DDoS traffic scrubber.

e Be sure that the upstream devices used to difictto the Cisco Anomaly Guard can handle thackttvolume. Use Cisco Catalyst 6500
Series switches or Cisco 7600 Series routers. Das®Cisco 7200 Series routers for this purpose.

e Deploy the Cisco Anomaly Guard as close to the edgeossible. The Anomaly Guard only protects wdhbehind it. Therefore, deploy it
far enough upstream to drop the attack traffic teefocan saturate network infrastructure compomisath as firewalls, IPSs, switches, and
routers.

Managed Service: In-Network DDoS Mitigation

Certain service providers offer DDoS protectioraasanaged service to complement their Internetetivity service offerings. In a managed
service, the Cisco Anomaly Guard is deployed insiiwice provider network to clean malicious t@ffihe service provider uses Arbor
Peakflow software to analyze Cisco NetFlow trafifam the routers. Upon detecting anomalous traffie, Arbor Peakflow system redirects the
offending traffic to the Cisco Guard, which scribs attack traffic and then forwards the cleanatffitrto its destination (Figure 2).



Figure 2. Managed Service Using Cisco NetFlow, Arbor Peakflow, and the Cisco Guard
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Managed Service: Cisco Traffic Anomaly Detector at the Customer Premise

Many service providers realize that enterprisesachave the bandwidth necessary to withstandge Istale DDoS attack but want more
control over the detection of an attack targetetheit critical resources. Either the service pdevior the enterprise can install a Cisco
Anomaly Detector at the enterprise location to rtmmand analyze the traffic destined to enterpeseurces. Upon detecting an attack, the
Cisco Anomaly Detector can redirect the traffi@atn to the Cisco Guard hosted at the service peotedility. The Cisco Guard eliminates the
malicious traffic and forwards legitimate the légite data back to the enterprise resources (FRjure



Figure 3. Managed Service, with Cisco Traffic Anomaly Detector at Customer Premise
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PREVENTING OUTBOUND DDoS

Malware, including viruses, worms, and spyware, @amupt desktops or servers so that they generalieious outbound traffic. Typically, the
user is unaware that someone else is using théogiesk server to perpetrate an attack. While outbdlobDoS does not threaten revenue, it is
an embarrassment and potential liability that Idugps should take due diligence to avoid.

Cisco Systems offers several technologies at éffficlevels of the network to help prevent compafr@® unwitting participation in outbound
DDoS attacks. For example, Cisco Intrusion Detac8gstems deployed on a subnet, mitigates agalbeSDhreats downstream from the
sensing device, including outbound DDoS attacks.

Similarly, Cisco Security Agent can prevent malwfioen being installed on desktops or servers. @pe bf malware, zombie programs,
causes a computer to participate in a DDoS attgalnat a target outside the company. Another typeadware, spyware, produces what
amounts to a DoS attack against the system on vithiekides—it slows down the computer to the extieat it becomes unusable. Cisco
Security Agent prevents all types of malware fraging installed on a desktop without the user’s iekgbermission.

OPERATIONAL PLANNING

This section of the white paper provides the denisiand actions that Cisco advises IT groups tcerpakr to deploying the Cisco Guard
solution.

Management Considerations



Security management is an important factor in agang’'s ability to detect and prevent threats torteevork and valuable resources. To
be effective, security management must providdilissi into the state of the end-to-end securitiusion, gather and analyze information in
real-time and provide the response necessary tklgunitigate the threat. The Cisco Security Moriitg, Analysis and Response System
(CS-MARS) aggregates information about securitydeicts from hosts, network devices, firewalls, #28 devices. Alerts and logs from
multiple sources, including NetFlow, are correlad@d analyzed in real time resulting in a defimitaf the anomalous behavior, allowing
immediate verification and response.

By utilizing the discovered network device topolagyd device configuration information, attackess identified to the level of MAC address,
workstation and user name, etc. and the full atpath from the source to the destination is map@&IMARS dashboard dynamically
presents prioritized incidents with full drill-dovinvestigation capability. Operators can readilgnitify, examine, investigate, exclude and
respond to incidents at the push of a button. Gegmiesentation includes network attack hotspatererise visualization, prioritized incidents
with attack path details and replay, as well akifdident disclosure (consisting of depicting asated rules, the raw event data and the
correlation that caused the incident to fire). dieeits range from known sequence of common attacks@mpany-specific watch lists to
correlated anomalous network behavior exhibiteéXgting and day-zero worms and network managermsues.

Ensuring That Routers Remain Operational During an Attack

A router can be a direct target of an attack orsfer collateral damage. If a router fails durm®DoS attack, users cannot access Web,
DNS, or e-mail servers, even if they are technjcaiailable. Therefore, IT groups need to take isppeare to protect routers associated with
the services that the Cisco Guard solution protects

The following precautions help ensure that the netvinfrastructure remains operational and avadahlring DDoS attacks:

« Deploy an appropriate router in vulnerable posgiddisco Catalyst 6500 Series switches and Cis00 B@ries routers, used with a
Supervisor Engine 720, provide hardware-basedirating.

¢ Deploy the Control Plane Policing feature to prothe control plane based on policies for acceptaflffic types according to sender,
receiver, protocol, and more. Control plane potids performed in hardware to not drain processasgurces during a DDoS attack.

o Ensure use of best practices for end-to-end defardepth.

Defining Zones on the Cisco Anomaly Guard and Cisco Traffic Anomaly Detector

First define the entities needing protection: degdton IP addresses for servers, other hosts, rouefaces, and firewall interfaces. Next,
create zones of destinations and entities thabédimilar behavior. Companies with high bandwiddage or variable usage generally classify
entities by their activity, such as all Web serv@smpanies with low total bandwidth can group kmEntities—for example, Web, e-mail, and
DNS servers—with similar bandwidth usage, such &st61100 Mbps” or “more than 100 Mbps.” The momiir the behavior of entities in a
group, the easier it is to detect anomalous behagiaone can contain from 1 to 100 destinatiomdéresses.

Planning Packet-Processing Capacity

Each Cisco Anomaly Guard can process up to on@mifl4-byte packets per second. Companies with lvigty bandwidth requirements can
cluster up to eight Cisco Anomaly Guard modulesgi€isco Express Forwarding-based load sharing fittvides a capacity of up to 8
Mpps/8 Gbps for processing zone traffic.

Planning Zone Capacity
Each Cisco Anomaly Guard accepts up to 500 zoniéis 30 protected simultaneously. Deploy the neededber of Cisco Anomaly Guards.

Deciding How Often to Change Baseline Zone Policies
Each zone has a baseline policy that defines ndsefevior. Companies should periodically redefireepolicy. The frequency depends on
two factors:



o Variability of traffic behavior. Companies whose traffic behavior changes weeakiganthly should consider relearning at this fratpe
If traffic behavior is static, less frequent chasigee needed.

e Addition of new applications. After deploying a new application, IT should ametnormal application behavior for 24 hours to oreek so
that the Cisco Traffic Anomaly Detector can latérnitify anomalous application behavior.

IT groups can change the baseline policy eithgslaging the zone in learning mode or by manualhyrtg thresholds. Generally, manual
tuning is used only when an attacker is continuadljusting a DDoS attack based on the countermessioat the Cisco Anomaly Guard
applies.

Establishing Access Control and Change Control
Use the TACACS+ authentication, authorization, andounting (AAA) feature to establish access cdsifiar the Cisco Guard solution.
TACACS+ can also create an audit trail, recordiciipas taken by individual users.

CONCLUSION

As the threat of DDoS attacks spreads to more corapaeffective mitigation has become increasimgiyortant to protecting top-line revenue
and company reputations. While traditional DDoSgation solutions such as IPSs protect individuapprties, they fail to protect upstream
bandwidth, rendering the “protected” server unrehtd The Cisco Guard solution is the first linelefense for high-value business services—
it protects not only the server, but also its wgetn network infrastructure and bandwidth. When cmgs use the Cisco Guard solution in
conjunction with other Cisco Self-Defending Netwarkutions such as Cisco Security Agent and CiB&) they acquire a multilayer defense
that is far more effective than any single solution

For more information on Cisco DDoS mitigation sauas, visitwww.cisco.com/go/ddos
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