Trustwave Endpoint Protection Suite
COMPLETE ENDPOINT PROTECTION DELIVERED FROM THE CLOUD
Endpoint security should be easier. Whether you’re protecting your endpoints against advanced malware, preventing loss of corporate
or customer data from those endpoints or managing complex compliance policies, the range of tasks to secure endpoints can
be a burden. Endpoint protection is a critical part of any defense-in-depth strategy, and to be effective for small-to-medium-size
businesses and enterprises alike, protecting your endpoints needs to be simple and affordable.
The Trustwave Endpoint Protection Suite reduces costs and makes it easy through complete defense delivered from the cloud.
Whether you’re looking to improve the way you deploy and manage policy, audit your mobile devices or streamline compliance and
strengthen security, Trustwave has you covered.

Overview
Anti-Malware

Trustwave Endpoint Protection Suite is a powerful, cloudbased security solution that delivers integrated anti-malware,
policy enforcement and simplified compliance management.
By integrating core endpoint protection functions, Trustwave
simplifies management and lowers security operational costs for
greater adoption and optimal defense-in-depth against the full
threat spectrum.
The Trustwave cloud-based delivery model reduces hardware
costs and management overhead, allowing easier coverage of
diverse and distributed endpoints, including laptops, tablets, and
mobile and fixed point-of-sale (POS) systems. Modules for rogue
device detection, file integrity monitoring, log collection and
application whitelisting further enhance your security.

Key Benefits
• Simplified Security
Cloud-based delivery eliminates hardware
investments and alleviates management overhead
to provide the most simplified and efficient
protection

Integrated
Endpoint
Protection

Policy
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Powerful Threat Protection
• Real-time malware protection.Provides real-time
protection against threats on the endpoint, remote or
removable drives and threats downloaded from the internet
– and scans for dormant threats waiting to be activated to
protect your organization against advanced targeted attacks.

• Reduced Operational Costs
Empower your security budget to go further with
no required investments in on-site equipment and
greater efficiencies gained in resource management

• Windows log collection and analysis.Offers a simplified
method for collecting and centrally storing required endpoint
logs for your compliance and security audits, and works with
Trustwave SIEM to provide event correlation, alerting and
reporting.

• All-in-One Protection
Integrated policy enforcement, compliance
management and virus and malware security deliver
complete defense-in-depth for your users, your
network and your data

• Host based application whitelisting. P
 rovides granular
control of what applications are allowed to execute on
your endpoints and real-time visibility into potential policy
violations affecting endpoint integrity.

