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Smart security on demand

TRUSTWAVE MANAGED APPLICATION CONTROL

PROACTIVE, CUSTOMIZABLE, ADVANGED THREAT PROTECTION

Trustwave’s MAC solution monitors and records all endpoint and server activity to prevent, detect and respond to cyber threats that
evade traditional security defenses. Based upon flexible, policy-based application whitelisting technology, Trustwave has crafted a
managed offering which gives you the freedom to outsource the day-to-day operations of administering the MAC solution within your
enterprise, while retaining overall control of your corporate security policies.

Leverage Trustwave’s deep managed security experience along with the ultimate application whitelisting solution to rapidly heighten
your security posture, while retaining control of your security policies and freeing your internal team to focus on other important security
objectives. Trustwave has a wealth of experience and knowledge on best practices for administering the MAC solution to secure any
organization on a global scale.

TRUSTWAVE MANAGED APPLICATION CONTROL

¢ Real-time Visibility & Control ¢ Default Deny Policy
e Over every endpoint and server e Trust based and policy driven application control

* No polling or network scans + Detect-and-Deny

e Signature-less Detection e Signature-less advanced threat indicators

e With built-in advanced threat indicators « Detonate-and-Deny

e Granular, policy-based control e Automatic detonation services
¢ Multiple server and desktop OS support

ADDITIONAL BENEFITS AGENT ALERT TREND

e Address legacy OS concerns while meeting
compliance needs within PCI or HIPAA

e Maintain best practices and ensure your policies
and rules are optimally configured

« Infuse Trustwave’s extensive security expertise
into your organization
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Trustwave’s MAC solution is the industry’s most comprehensive endpoint threat protection solution leveraging advanced application
control for both servers and desktops. Combining a trust-based and policy-driven approach to application control with real-time threat
intelligence from Trustwave, our managed solution monitors and records all endpoint and server activity to prevent, detect and respond

to cyber threats that evade traditional security defenses.

MAC Agent Features
 Lightweight footprint

e Minimal memory usage

e Complete tamper protection
e Centralized management

e Horizontal scaling with support for up to 250,000 agents per
managed platform

Enterprise Ready Now
e Protecting 1000s of organizations world-wide
e Fully trusted by 25 of the Fortune 100

« World’s most advanced, widely deployed application control
solution anywhere

Have questions or interested in learning more?

Supported Platforms & Use Cases

Comprehensive OS support for Microsoft Windows,
Mac OS X, and Red Hat and CentOS Linux

Advanced server security monitoring and application control
Point-of-Sale systems
ATM / Banking systems

Critical infrastructure and Health Care systems

Fully Managed, Hands Free Operation
Total solution provided by Trustwave

Hourly event review by Trustwave SOC
Policy enforcement action(s) by Trustwave
As previously agreed by policy

Audit trail of all actions taken

Extended incident analysis / trending
Monthly reporting

Contact a Trustwave sales representative at 888-878-7817or sales@trustwave.com
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