
CLOSING THE BREACH DETECTION GAP

LIGHTCYBER MAGNA BEHAVIORAL ATTACK DETECTION 

LightCyber MagnaTM is a Behavioral Attack Detection platform that provides accurate and efficient security visibility 
into advanced or targeted attacks, insider threats, and malware that have circumvented traditional security controls. 
Magna delivers alerts that include automated investigative data with rich user, endpoint, and network context 
enabling swift triage and resolution. The result is an ability to detect and stop attacks before damage is done, 
without having to wade through hundreds or thousands of alerts a day.

Magna identifies compromised users and entities across the entire attack lifecycle and is the only solution that 
incorporates both network (DPI) and endpoint (agentless) context. Unlike alternatives, Magna does not rely on 
technical artifacts that produce excessive false positives, and instead was designed by cyber warfare experts to 
detect anomalous attacker behaviors that attackers cannot conceal. The result is highly actionable alerts that include 
automatically generated investigative data to focus incident response, and stop attackers before real damage is done.

MAGNA USE CASES 
Magna delivers value to customers of any size by providing accurate and efficient Security Visibility into attacks that 
have circumvented traditional security controls. 

SECURITY VISIBILITY ENCOMPASSES 4 KEY USE CASES
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HIGHERRELATIVE RISKLOWER

Malware Risky Behaviors Insider Attacks Targeted Attacks

The visibility was so good that we immediately completed our 
evaluation and dropped the other POCs that were in process.

- Arieh Shalem, CISO, Orange



MALWARE 
No matter the location or sophistication of malware 
prevention tools, malware continues to make its way into 
corporate networks. By augmenting customers’ existing signature 
and sandbox-based prevention systems with behavioral profiling, 
Magna quickly identifies the anomalous network traffic generated 
by malware, isolates anomalous processes on the endpoint, and 
automatically provides up-to-date threat intelligence on the files. 
These are presented for immediate remediation. 

RISKY BEHAVIOR 
Employees are motivated to get work done, not to 
worry about whether their actions are creating risk 
for their employer. That’s the security analyst’s job, but with 
legacy tools it’s very hard to identify these behaviors and discern 
whether they are benign and malicious. Magna makes it easier 
by automatically monitoring employee behavior and identifying 
anomalies that are attack or risk relevant. 
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INSIDER ATTACK 
Unfortunately, sometimes employees, partners, or 
trusted insiders intentionally cross the line. With the 
credentials and access they have, or can easily obtain, they 
can cause massive damage if not detected. And since they will 
rarely utilize malware or other attacker tools that might set off 
alarms, swift detection can be a challenge with legacy tools. 
That is where Magna comes in. Magna can quickly alert on the 
anomalous attack behaviors associated with the changes in 
behavior that occur when insiders go rogue.

TARGETED ATTACK
We live in a world where both employee personal 
identifiable data and access to enterprise hosts are 
sold readily on the Dark Web. With these tools, a sophisticated 
attacker can wreak havoc on your network. But, what really 
separates targeted attacks from more opportunistic threats is the 
attackers’ ability and willingness to dwell in, learn, and exploit our 
networks. This strength becomes their weakness when Magna is 
in place. Such behaviors are immediately apparent as anomalies, 
even though they have been invisible to traditional prevention 
and detection tools.



Function: Network Ingest, Parse,  Profile, Detect

Function: Detection of Anomalous Processes, 
Investigation via N2PA (Network-to-Process-
Association), Analyze via Cloud Expert System, 
Malicious File Termination (MFT)

Function:  Aggregate Magna Detections for 
Continous Machine Learning and Improvement, 
Provide Automated Investigative Information on 
Malware Status, Incorporate Domain Reputation 
and Other Threat Intelligence to Augment 
Detection

Function: Centralized Incident Management 
in Multi-Device Environment, Third-party 
Remediation Integration, SIEM Integration, Issues 
Email Alerts

Function: Network Ingest and Parse
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MAGNA PLATFORM COMPONENTS 

MAGNA PLATFORM BENEFITS 
LightCyber Magna accurately and efficiently detects active attacks 
regardless of malware status (known or unknown) or attacker 
techniques – which may include use of no malware at all – to 
reduce attacker dwell time and minimize the damage done.

Detection Accuracy
• Reduced Attack Dwell Time and Damage Done
• Automatically Detect Opportunistic, Insider, and Advanced 

Attacks
• Focus security operators on the most critical 

security issues

Operational Efficiency
• Low Volume of Highly Actionable Alerts
• Automated Investigation of User, Endpoint,  

Network Data
• No configuration. No endpoint agents. No external storage.
Integrated Remediation
• Quarantine of Confirmed Malicious Users, Hosts, 

& Domains
• Integration With Market Leading 3rd Party Security Tools

• Malicious File Termination

 

Magna Detector is available as a network appliance or virtual appliance. The 
Detector performs full deep packet inspection on internal and outbound network 
traffic. It parses this input into the metadata needed to construct profiles, and the 
Detector performs profiling of users and devices based on its own inputs as well as 
inputs from Magna Pathfinder and Probe (below). Finally, the Detector identifies 
anomalous attack behavior.  
 
Magna Pathfinder unlocks the full power of the Magna platform by ensuring 
endpoint context is accurately and efficiently incorporated into attack detection. 
Pathfinder is an agentless software subscription service that quickly uncovers 
the root cause of the attack and thus automates what would otherwise be 
time-consuming analysis, dramatically improves the fidelity of findings, and saves 
security operations hours of manual investigation.  
 
Magna Cloud Expert System augments the primary on-premises profiling-based 
detection with aggregated machine learning knowledge and enhances anomalous 
process findings with threat intelligence and malware analysis. This increases 
accuracy and automatically provides detailed investigative data associated with 
each detected breach. Magna CES applies a multi-stage analysis of suspicious files 
uncovered by Pathfinder by comparing against AV hashes, analyzing with a multi-
engine AV scanner, and finally running them in a Sandbox.  

Magna Master can be installed as a dedicated appliance or virtual appliance, 
or run on the same hardware as a Detector in smaller environments, to provide 
consolidated incident management across an organization no matter the 
number of Detectors and Probes. In addition, the Master also provides the 
point of integration with third party security and identity services for one-click 
remediation. Supported capabilities include quarantine or blocking with NGFW’s 
or NAC, account lock or reset with Active Directory, and SIEM integration.  
 
Magna Probe is an optional appliance or virtual appliance designed to extend 
visibility in large or distributed networks. Probes perform network inspection and 
capture, and metadata extraction, but then forward that metadata to a Detector 
for full processing into profiles and for attack detection. Probes are a great way to 
support smaller locations where an additional Detector is not warranted.
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About LightCyber
LightCyber is a leading provider of Behavioral Attack Detection solutions that provide accurate and efficient security visibility into attacks that have circumvented traditional 
security controls. The LightCyber Magna™ platform is the first security product to integrated user, network and endpoint context to provide security visibility into a range of attack 
activity. Founded in 2011 and led by world-class cyber security experts, the company’s products have been successfully deployed by top-tier customers around the world in the 
financial, legal, telecom, government, media and technology sectors. For more information, please visit http://www.lightcyber.com.

LIGHTCYBER
5050 El Camino, Suite 226
Los Altos, CA

Ph: (844) 560-7976
www.lightcyber.com

Model Magna Detector 
D-150V Magna Detector D-300 Magna Detector 

D-1000
Magna Probe 

P-50TV
Magna Probe 

P-50T

Form Factor VMware Virtual Machine 1U, Full-Depth 2U, Full-Depth VMware Virtual Machine 1U, Full-Depth

Capturing Interfaces Dedicated Physical ESXi Port 3 x 1 Gbps (copper) Up to 4 Extension Cards Dedicated Physical ESXi Port 1 x 1 Gbps (copper)

Maximum Effective 
Throughput 500 Mbps 1 Gbps 4 Gbps 500 Mbps 500 Mbps

Maximum Endpoints 1,500 3,000 10,000 N/A N/A

MAGNA DETECTOR & PROBE OVERVIEW

Model Magna Detector D-300 Magna Detector D-500 Magna Detector D-1000 Magna Probe P-50T

Management Interface 1 x 1 Gbps Copper* 4 x 1 Gbps Copper 4 x 1 Gbps Copper 1 x 1 Gbps Copper

Max Power Consumption 233 W 316 W 431 W 200W

Ac Power Supply 460 W 460 W 600 W 300W

Weight 25 Kg 30 Kg 40 Kg 10.5Kg

Operating Temperature 32° to 104° F (0° to ° C) 32° to 104° F (0° to 46° C) 32° to 104° F (0° to 46° C) 50° to 95° F (10° to 35° C) 

Hardware SLA LightCyber Magna hardware products include next business day (NBD) on-site support as part of Maintenance & Support or Subscription 
contracts, for up to 3 years from purchase.

*Shared iLO

ADDITIONAL SPECIFICATIONS - HARDWARE

Model Magna Detector D-150 Magna Probe P-50V

Minimum CPU Cores 8 4

Minimum Memory 32GB 16

Minimum Storage 500GB 50

Management Interfaces Admin Web UI, LightCyber Remote Support

Emulation Platform ESXi V5.1 & Up

ADDITIONAL SPECIFICATIONS - VIRTUAL

Model 4x1C 2x10C 2x1F 2x10F

NIC N/A N/A SPF+ SPF+

Ports 4 2 2 2

Connector RJ-45 Copper 1G (1000BASE-T) RJ-45 Copper 10G (10GBASE-T) Fiber 1G  
(1000BASE-SX, 850nm, SR) Fiber 10G (10GBASE-SR MM LC)

Cable Support CAT 5e CAT 6/6a N/A N/A

EXTENSION CARDS


