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Anti-Evasion: Why It’s a Critical 
Component of Intrusion 

Prevention Systems
Sophisticated exploits that utilize advanced evasion 

techniques are all too common, garnering media and analyst 
coverage. Being able to decode and normalize traffic across 

the network to detect and combat these attacks is  
a critical piece of any network security plan. 
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Anti-Evasion: Why It’s a Critical Component  
of Intrusion Prevention Systems
Sophisticated exploits that utilize advanced evasion techniques 
are all too common, garnering media and analyst coverage. 
Being able to decode and normalize traffic across the network 
to detect and combat these attacks is a critical piece of any 
network security plan.

CISOs and their staff are locked in a daily bat-
tle with criminals around the world. Most of 
the time the good guys win, but the criminals 
sometimes get the upper hand. When they gain 
access to networks and systems, intruders are 
quick to steal valuable customer, financial and 
intellectual property data. Some of them use 
this data for financial gain or to disrupt business 
operations; some even launch new attacks on 
other organizations. 

Data breaches are on the rise, even at firms 
that have firewalls, malware protection and 
intrusion prevention systems (IPS), according to 
a February 2013 report by the Ponemon Institute, 
an industry research firm. The study found that 
organizations report being unprepared to detect 
or resolve security breaches. On average, it takes 
about 80 days for a data breach to be discovered 
and another four months for it to be resolved. 
The worst part: One-third of all data breaches 
were never caught by the installed security 
software and hardware. In fact, the average 
cost of a data breach was between $470,000 
and $840,000 per incident, according to the 
Ponemon Institute research.

Who’s Guarding the Castle? 
Historically, IT has turned to standalone firewalls 
and intrusion prevention systems as a way to 
safeguard its resources. More recently, next-gen-
eration firewalls featuring integrated intrusion 
protection systems have been used to ferret out 

and block attacks. Next-generation firewalls rely 
on deep packet inspection to probe network 
traffic, scrutinizing packets as they flow through 
the network. 

The IPS compares incoming network traffic 
with a signature database and monitors for anom-
alies that could signal a potential breach. An IPS 
should protect against both server- and client-side 
attacks while inspecting all traffic, regardless of 
port or protocol. It should also inspect traffic in 
both directions, since criminals will often attempt 
to exfiltrate stolen data from compromised sys-
tems inside the network after the initial intrusion 
has occurred. 

Intrusion prevention systems are designed to 
prevent known attack traffic patterns from pen-
etrating systems on the network. But there’s an 
inherent problem with the technology, since it can 
block only the attacks it sees and is already famil-
iar with. If malicious code is cleverly disguised, it 
can slip past an IPS’ defenses, allowing attackers 
to infiltrate a network. 

Disguised code is a major problem, accord-
ing to the SANS Institute. “By manipulating the 
header, payload and traffic flow of a well-known 
attack, it is possible to trick the IPS inspection 
engines into passing the traffic — allowing the 
attacker shell access to the target system pro-
tected by the IPS,” the institute says in its January 
2013 report, “Beating the IPS.”

Essentially, this type of attack is analogous to 
creating a language barrier, says Daniel Ayoub, 

http://www.ponemon.org/news-2/48
http://www.sans.org/reading-room/whitepapers/intrusion/beating-ips-34137


a security specialist at Dell. “If you are trying to 
block sites that contain objectionable content, you 
could easily block all the usual four-letter words 
and phrases,” Ayoub explains. “However, if the 
objectionable content is translated into French, 
Spanish or Italian, the content-filtering system 
may let the site load, since the filter doesn’t 
understand those languages.” When cybercrimi-
nals craft specialized attacks to evade traditional 
defenses and slip into the network unnoticed, the 
attack gets encoded in a way that makes the IPS 
unable to detect it.

Cybercriminals often use these encoding meth-
ods, known as evasion techniques, to bypass the 
IPS when gaining access to a network or other IT 
resource. Evasion techniques alter traffic so that 
an IPS can’t detect the attack, says Vikram Phatak, 
CEO of NSS Labs, a leading information research 
and advisory firm, in his report, “Approaches to 
Detecting Evasions.” “To accomplish this, the traf-
fic is run through a tool that manipulates the data 
stream and modifies it using a predetermined pat-
tern similar to an encoder,” Phatak says. “Thus, 
to detect the attack, a network IPS needs to do 
the same in reverse — in essence, decode the 
data stream.” 

Some intrusion preventions systems use anti-
evasion, data-normalizing techniques to uncover 
and block encoded threats before they can make 
it onto the network. This capability is critical to an 
effective IPS, since evasions that aren’t decoded 
and detected effectively render the IPS useless. 

An Ever-Growing Black Hat Arsenal
There are hundreds of types of encoding meth-
ods in use today, and new ones pop up regularly 
as attackers craft new evasions that can’t be 
detected by a traditional IPS. Examples of a few 
well-known evasion methods include:

Obfuscation. This technique started out as a 
way to help software developers reduce the size 
of their program files and protect their intellectual 
property. Today, criminals use it to scramble their 
attack code — especially specific strings that con-
tain malicious URLs or registry keys — rendering 
the code unreadable or difficult to understand. 
There are a variety of different techniques used 
to obfuscate code, including binary and base64 
encoding. In the case of URL/HTTP obfuscation, an 
attacker may alter a URL by using hex encoding, 
hiding it completely. 

Packet fragmentation. This simple yet effec-
tive evasion method requires an attacker to break 
up an exploit payload over a large number of pack-
ets so that the IPS doesn’t recognize the attack (see 
Figure 1, below). Some attackers will also send the 
packets out of sequence in hopes of confusing the 
IPS. Packet fragmentation evasion can succeed if 
the IPS does not “connect the dots” when inspect-
ing fragmented packets for malicious code.

TCP stream segmentation. During trans-
port, Transmission Control Protocol (TCP) streams 
are segmented and encapsulated into packets to 
speed and ease their movement across the net-
works. When the packets reach their intended 
destination the remote host realigns them, 
restoring the stream. Cybercriminals sometimes 
overlap data, so two or more packets contain 
the same header for a single stream. This can 
trick the IPS about which payload it should 
allow through, causing it to fail to detect the  
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If malicious code is cleverly disguised,  

it can slip past an IPS’ defenses, allowing attackers to 

infiltrate a network.

IP header Original datagram data area

Figure 1: Under the Radar 

Attackers use packet fragmentation to break an exploit payload into
several packets, making it difficult for the IPS to identify them
as part of an attack.
 

IP header Data 1 Data 2 Data 3IP header IP header

Data: Douglas Comer, Computer Networks and Internets with Internet Applications (third edition), Prentice Hall, 2001

https://www.nsslabs.com/blog/approaches-detecting-evasion
https://www.nsslabs.com/blog/approaches-detecting-evasion


malicious code destined for the client or server. 
SMB evasions. The Server Message Block 

(SMB) protocol is a remote file-sharing protocol 
that gives applications the ability to read and 
write to files on a PC over multiple protocols on 
the network. There are a few different ways an 
attacker can try to hide malicious SMB activity. 
A common one is session mixing — reading 
and writing to multiple SMB resources under 
the same SMB session and TCP connection. 
For example, an attacker might insert five dif-
ferent SMB writes inside a single SMB session, 
making it difficult for the IPS to decide whether 
or not to discard the packets. Attackers some-
times also use SMB padding, which adds exploit 
data after legitimate SMB commands with an  
offset pointer. 

Chaining evasion methodologies. If one of 
the above evasions seems difficult to detect, chain-
ing them by using more than one evasion at a time 
makes it even more difficult for the IPS to uncover 
and block malicious traffic. There are about 200 
known evasion techniques that are recognized 
by intrusion protection systems, says Andrew 
Blyth, a professor on the faculty of Computing, 
Engineering and Science at the University of South 
Wales in an interview with Engineering and 
Technology magazine. When they’re chained 
together, they combine to create millions of unique 
evasions, Blyth says. (See Figure 2, above.)

How to Defeat Encoded Attacks
Although many vendors claim to have solutions 
to the evasion techniques that cybercriminals 
are using, choosing the right technology can be 
challenging. Sometimes claims are just that — 
claims — and users figure out too late that the 
security product they just bought doesn’t protect 
against new threats and evasion techniques. 

When picking security technology, several 
features increase the safety and security of your 
network and its associated systems. Look for tech-
nology that is certified by an outside organization 

to block a wide variety of attacks. In particular, 
solutions that have demonstrated resistance to 
evasion methodologies in third-party testing can 
provide instant peace of mind. 

Dell’s SonicWALL SuperMassive E10800 
SonicOS 6.0 achieved a 100 percent score two 
years in a row in NSS Labs’ testing for resistance 
to a variety of known evasion techniques, includ-
ing IP fragmentation, TCP stream segmentation, 
RPC fragmentation, URL obfuscation, HTML 
Evasion and FTP evasion (see Figure 3, below). 
“Not only were the fragmented and obfuscated 
attacks blocked successfully, but all of them 
were also decoded accurately,” according to 
NSS Labs’ “Next-Generation Firewall Product 
Analysis Report.” And best of all: All Dell fire-
walls — including the NSA and TZ series — use 
the same patented inspection engine found in the 
SuperMassive line, which means there’s a proven 
Dell firewall solution available for every vertical 
and company size. 

Figure 3: Resistance to Evasion
Dell SonicWALL SuperMassive E10800 had perfect 

scores in resistance testing.

Test Procedure Result

IP Packet Fragmentation 100%

TCP Stream Segmentation 100%

RPC  Fragmentation 100%

SMB & NetBIOS Evasions 100%

URL Obfuscation 100%

HTML Obfuscation 100%

Payload Encoding 100%

FTP Evasion 100%

Layered Evasion 100%
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Figure 2:  Chained Attacks in the OSI Layers  

When using a chained evasion approach,
attackers encode their evasion methods
at multiple OSI layers.
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Data: NSS Labs, “Next-Generation Firewall Product Analysis: Dell 
SonicWALL SuperMassive E10800 SonicOS 6.0,” 2013

http://eandt.theiet.org/news/2013/apr/ips-aet.cfm
http://eandt.theiet.org/news/2013/apr/ips-aet.cfm
http://www.sonicwall.com/us/shared/download/NSS_Labs_2013_NGFW_PAR.pdf
http://www.sonicwall.com/us/shared/download/NSS_Labs_2013_NGFW_PAR.pdf
http://www.sonicwall.com/us/en/17360.html
http://www.sonicwall.com/us/en/17360.html


 It’s also important to ask vendors how they 
handle patches and updates for their products. 
Some vendors simply outsource these tasks to 
third parties. Dell, on the other hand, has its 
own in-house research and engineering team, 
making it more nimble and better-positioned 
to create countermeasures within hours of a 
zero-day attack. Dell’s in-house threats research 
team is also intimately involved in the latest 
industry research efforts, so it gains access to 
details about new attacks before they’re seen 
in the wild. Industry collaboration is key when 
combating modern threats, and vendors should 
belong to various groups that are doing ongoing 
security research. For instance, Dell is part of the 

Microsoft Active Protections Program (MAPP), 
which provides its members with vulnerability 
information in advance of Microsoft’s monthly 
security updates. 

There’s a definite payoff for carefully vetting any 
network security vendor with which you’re thinking 
of working. Breaches are expensive: A July 2013 
study from the Center for Strategic and International 
Studies estimates that the financial burden could 
reach $100 billion annually. In addition, soft costs, 
such as the loss of customer confidence, can have 
a negative impact on a company’s reputation. That 
$100 billion in losses translates into more than 
500,000 U.S. jobs lost each year due to cybercrime, 
according to the study. 

Given all that, it’s imperative that organizations 
do everything they can to prevent intrusions. 
Making the right technology choice is the first — 
and most important — step. 

To learn more about Dell’s SonicWALL 
SuperMassive Series, visit www.sonicwall.com/
us/en/products/SuperMassive_Series.html. ■
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ABOUT DELL CONNECTED SECURITY

Dell SonicWALL products are part of Dell’s Connected Security solutions for network security, ensuring 
that customers won’t have to sacrifice performance for security. Dell Connected Security gives 
organizations the power to solve their biggest security and compliance challenges today, while helping 
them better prepare for tomorrow. From the device to the data center to the cloud, Dell helps mitigate 
risks to enable the business. For more information, visit www.software.dell.com.
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Anti-evasion data-normalizing techniques 

are critical to an effective IPS, since evasions that aren’t 

decoded and detected effectively render the IPS useless.
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