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#1: Failed EMC Storage Activity  

A certain number of failed attempts to access or modify files is to be expected during 

normal business operations, but a sudden spike or steady growth can indicate an attack. 

Netwrix Auditor delivers visibility into all failed actions across your EMC storage and helps 

answer the following questions: 

 Who attempted but failed to add, read, modify or remove files or folders? 

What actions did each user attempt? 

What object was each user trying to add, read, modify or remove? 

On which EMC storage did each user attempt the failed action? 

When was each failed action attempted? 
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#2: Activity Involving Potentially Harmful 

Files 

Harmful files placed on your file shares can be a sign of malicious insider activity or an 

outsider attack. Netwrix Auditor tracks suspicious file extensions that could be malware, 

viruses or other dangerous executables, and helps answer the following questions: 

What suspicious executables were created, modified or deleted across your EMC 

storages?  

Where is each potentially harmful file stored?  

Who created, modified or deleted each suspicious file?  

What action did the user take with each potentially harmful file? 

When did each action take place? 

3 



#3: Anomalous Spikes in User Activity 

Timely detection of suspicious high numbers of successful and failed attempts to access, 

modify or delete files can help you thwart malicious activity at early stages. Netwrix 

Auditor shows the most active user accounts and provides answer to the following 

questions: 

Who made most changes in your IT environment?  

Which user accounts attempted the most failed actions? 

How many files were deleted by a particular user?  

Has there been any abnormal growth in the number of file reads on your EMC 

storage?  
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#4: Changes to Access Permissions 

Controlling changes to access permissions for sensitive data is a best practice that helps 

minimize the risk of a data breach. Netwrix Auditor delivers deep insights into changes to 

access rights and helps answer the following questions: 

Who made changes to access rights? 

Which objects had their permissions changed? 

What are the “after” values for the changed permissions? 

When were the permissions changed? 
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#5: Excessive Permissions Granted 

A sound data security strategy must ensure that users have access to only the data they 

need to do their jobs. Granting a user account excessive permissions to business critical 

data can lead to data leaks or data loss. Netwrix Auditor helps you detect and revoke 

excessive access rights before data exfiltration happens, and answers the following 

questions: 

Are there any users who have access to data they don’t work with? 

What privileges does each user account hold? 

How were the permissions granted: directly or through group membership? 

How frequently has each user accessed a particular file or folder?  
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About Netwrix Auditor 

Netwrix Auditor is a visibility and governance platform that enables control over changes, 

configurations and access in hybrid cloud IT environments to protect data regardless of its 

location. The unified platform provides security analytics for detecting anomalies in user behavior 

and investigating threat patterns before a data breach occurs.  

 

Netwrix Auditor includes applications for Active Directory, Azure AD, Exchange, Office 365, 

Windows file servers, EMC storage devices, NetApp filer appliances, SharePoint, Oracle Database, 

SQL Server, VMware and Windows Server. Empowered with a RESTful API, Netwrix Auditor 

provides endless integration, auditing and reporting capabilities for security and compliance. 

 

Unlike other vendors, Netwrix focuses exclusively on providing complete visibility and governance 

for hybrid cloud security. The sharp focus enables us to offer much more robust functionality than 

legacy change auditing solutions. Netwrix Auditor has been already honored with more than 100 

awards and recognized by almost 160,000 IT departments worldwide. 
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