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It is easy, while evaluating attack vectors, researching competitors and gauging the 

threat from organized crime or foreign adversaries, to conclude that external attacks 

should be the primary focus of defense. This conclusion would be wrong. The critical 

element is not the source of a threat, but its potential for damage. Evaluating threats 

from that perspective, it becomes obvious that although most attacks might come 

from outside the organization, the most serious damage is done with help from the 

inside. This survey highlights the importance of managing internal threats as the key to 

winning at cyber security.

Even advanced external adversaries try to focus on the easiest way to compromise 

an organization. Organizations’ increased focus on robust perimeters and locked-

down systems has made their servers more difficult to compromise, leaving insiders 

as the easiest attack vector available. Because organizations typically have a lot more 

insiders than servers, and it may take only one click on the wrong link or attachment 

to compromise an organization, adversaries have increasingly focused on insiders as a 

primary point of attack. This survey was designed to provide greater insights into the 

state of the art of insider compromise and what organizations can do to 

protect against this major threat lurking in most organizations.

The following are some of the key takeaways from this survey:

         •   Organizations recognize the importance of insider 
threat. Survey results are very promising in that they indicate 

organizations recognize insider threat as the most potentially 

damaging component of their threat environments. Interestingly, 

there is little indication that most organizations have realigned 

budgets and staff to coincide with that recognition. 

         •   Losses due to insider threat are largely unknown. 
Relatively few respondents were able to quantify either real or 

potential losses due to insider threat. Organizations often do 

not spend money in a critical area if they cannot quantify the 

losses. This could explain why insider threat is a concern but 

not a primary focus.

         •   Incident response is not focused primarily on the insider. Despite recognition 

of insiders as a common and vulnerable point of attack, fewer than 20% of 

respondents reported having a formal incident response plan that deals with 

insider threat. The primary focus of incident response is to recover from an adverse 

event. Incident response plans that are focused on external threats might explain 

why many organizations struggle to respond to incidents involving insiders. 
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Executive Summary

of respondents did not know the potential 
for financial losses associated with an insider 
incident, while another 33% were unable to 
place a value on the losses 

rate malicious insiders as the most 
damaging threat vector they face, and 36% 
rate the accidental or negligent insider as 
most damaging

have a formal incident response plan with 
provisions for insider attacks, while 49% are 
developing such programs

believe they’ve never experienced an insider 
attack, but 38% admit their detection and 
prevention capabilities are ineffective

Key Results

18%

45%

62%

40%
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         •   Detection of insider threat is still not effective. More than 60% of the 

respondents claimed they have never experienced an insider threat attack. This 

result is very misleading. It is important to note that 38% of the respondents said 

they do not have effective ways to detect insider attacks, meaning the real problem 

may be that organizations are not properly detecting insider threats, not that they 

are not happening. 

         •   Organizations must deal with both malicious and accidental insider threats. 
When most people hear the term insider threat, they typically think of the malicious 

insider, who is purposely causing harm to an organization. Although this type of 

insider will always be a concern, the bigger threat to most organizations is the 

accidental insider—a legitimate user whose login has been stolen or who has been 

manipulated into giving an attacker access through other means. It is possible that 

respondents did not consider those compromised insiders as being part of what 

is considered an insider threat. Respondents to the survey most frequently cited 

malicious employees (43%) as their biggest concern. It is promising, however, that 

the accidental or negligent insider is a very close second (at 39%), which means 

organizations are focusing more resources in the correct area.

We explore these and other valuable insights in the following pages.
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The respondents to the survey come from a wide range of organizations. The size of the 

organizations ranges from less than 100 to over 100,000. The largest group consists of 

organizations with more than 100 employees but less than 10,000. The bulk of responses 

come from U.S.-based companies, but all major global regions are represented in the 

survey. The breakdown of industries represented (see Figure 1) is particularly revealing.

 

It would not be surprising if industries that tend to have more critical intellectual 

property—including banking, government and high tech—were more conscious of the 

risk of data loss from insiders and were, therefore, more likely to participate in a survey 

on the topic. The important thing to remember is that any organization, regardless of its 

business or the relative volume of personal or intellectual property it relies upon, can be 

targeted by an adversary. Experience tells us that organizations that perceive their data 

as having comparatively low value, and that therefore spend less on cyber security, are 

often compromised because they are easier targets. If something is perceived as having 

low value and is not protected, it is much easier for an adversary to compromise—and 

much more difficult to detect that compromise when an attack occurs.

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

What is your organization’s primary industry?
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Figure 1. Industries Represented
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TAKEAWAY 

Organizations that 

underestimate the value 

of their data represent 

easier targets and are more 

frequently compromised.



Current State of Insider Threat  (CONTINUED)

SANS ANALYST PROGRAM
4

Maturity

From a maturity perspective, the survey shows that organizations are starting to 

recognize the importance of insider threat and are focusing more resources on building 

out a proper incident response process. Forty-nine percent of respondents report that 

they are in the process of building out a program, but what is concerning is that 31% 

still do not have a plan and are not focusing effort on the insider threat, as illustrated in 

Figure 2.

 

While it is important to develop incident response plans to address insider threat, it is 

also important to build out defensive measures to both prevent and detect attacks in 

a timely manner. Ensuring that programs are effective requires metrics to measure and 

track the progress of security controls as they are developed and verify that they are 

effective and are focused on the right threat vectors. 

It would be interesting to correlate the number of organizations lacking insider 

threat programs with the number of breaches and the volume of data compromised. 

Unfortunately, organizations that lack effective insider threat programs are also unable 

to detect attacks in a timely manner, which makes the connection difficult to quantify. 

From this author’s experience, however, there is a direct correlation between entities 

that ignore the problem and those that have major incidents. 

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

How would you rate the state of maturity of your insider threat program?

Figure 2. Maturity of Insider Threat Programs

   Mature: We have a formal incident response 
plan with special provisions for insiders.

   Maturing: We are developing a formal incident 
response plan that covers insider threat.

   Immature: We have no formal program.

   Unknown
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Most Damaging Vector

One ray of hope among these survey results is the indication that organizations have 

begun to recognize that the potential for damage from insiders is greater than from 

external threats. Both unintentional and malicious insider action were ranked higher 

(with 36% and 40% naming them the most damaging, respectively) than external 

threats, where only 23% rated them as the most damaging type of attack (severity 1), as 

shown in Figure 3. 

  

One remaining concern, however, is that organizations rank malicious insider threat 

as causing more damage than unintentional insider threat, which indicates a lack 

of maturity in cyber security, because in reality the most damaging threat to most 

organizations is the unintentional insider. Malicious insider action will always be a 

concern, but with proper access control, segmentation 

and monitoring, it can be minimized. 

Unintentional insider involvement can pose a greater risk, 

and considerably more damage, by allowing adversaries 

to sneak into a network undetected. Lack of visibility and 

monitoring capability are possible explanations for the 

emphasis on malicious insiders. When the source of an 

attack is external, most organizations stop wondering 

why it happened. They might investigate the source and 

methods, but they do not dig deeply enough to realize that the impetus behind an 

attack was a vulnerability created by an unsuspecting insider. 
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What initial vector do you consider as producing the most damage to your 
organization when a threat is actually realized? Please rank the following in 

order from the most damaging (1) to the least damaging (3).

Figure 3. Severity of Damage Caused by Internal and External Threats

  1              2              3

External attack

Unintentional insider action

Malicious insider action

0% 40% 80%20% 60% 100%

Sources of Insider Threat

•   Malicious/deliberate insider—someone who knowingly causes 
harm and damage to an organization by stealing, damaging or disclosing 
information 

•   Accidental/unintentional insider—a user who is tricked or 
manipulated into causing harm or whose credentials have been stolen in 
phishing or other user-focused exploits designed to let attackers pose as 
legitimate users to access privileged information
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Losses Due to Insider Threat

While developing questions for this survey, we predicted that the biggest category of 

financial loss would be “Unknown” (don’t know whether the organization has placed 

a value on the loss) or “No value placed” (the organization hasn’t placed any value on 

the potential loss). This is because most organizations do not have proper monitoring 

and reporting mechanisms to determine the true impact of the exploitation of insider 

attacks. Figure 4 illustrates the reported potential losses.

 

The level of access and organizational knowledge available to insiders makes it difficult 

for organizations to detect or estimate the negative impact of data loss. Determining the 

true extent of damage beyond the obvious can take years and, in some cases, it is never 

determined.

For example, a sufficiently subtle insider attack could allow product plans to be stolen 

and sold to competitors without the organization realizing it had happened. Subsequent 

failure of that product might be attributed to market conditions or other factors, rather 

than someone “stealing it.” Many organizations, in my experience, are likely to blame 

external factors and only discover after detailed investigation that the true cause can be 

linked back to an insider.
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Has your organization placed a financial value in U.S. dollars on its 
potential loss from an insider threat? If so, which of the following ranges 

best reflects your estimated value of loss?
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Organizations spend money in areas where they believe they will get a high return on 

investment. Most will not spend money on issues that have not been identified as a 

threat or for which there are no proven negative consequences. Therefore, there is a 

direct correlation between how organizations view the insider threat and the amount of 

money they are spending. 

General Concerns

It is not surprising that the No. 1 concern of survey participants with regard to insider 

threat is compromise of client information, selected by 63%. Customers are typically the 

most important asset to an organization. Losing their trust could mean losing them and, 

ultimately, going out of business. Compromise of privileged account information and 

exposure of business information follow, at 49% and 41%, respectively. See Figure 5.

What are you most concerned about with regard to an insider threat?  
Select your top three concerns in no particular order.

Compromise of sensitive personal information (e.g., PII/PHI) 
related to a customer or client

Exposure of intellectual property such as trade secrets, 
research or confidential product roadmaps

Other

Exposure of confidential business information such as 
financial information, customer lists and transaction history

Possibility of fraud or abuse

Compromise of privileged account information,  
including credentials

Compromise of personnel (human resources) information

Reputation damage stemming from negative publicity 
surrounding a breach or leak

Compromise of competitive advantage in the market

Figure 5. Insider Threat Concerns

0% 20% 60%40%
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It is important to point out that every organization has “customers.” Even 

governmental organizations receive funding, and those parties that provide the 

funding should be viewed as the customers. Searching the news, it is easy to uncover 

many cases where governmental projects have been canceled or had funding 

reduced following security breaches.

One surprising result of the survey is the unusually low level of concern over the impact 

of negative publicity and fines. Both usually rate among the top concerns following 

external attacks but show up here as only No. 4 among respondents’ concerns, chosen 

by just 41%. The reason for that low level of concern may be related more to the 

inability to detect insider-driven attacks than by the lack of concern about bad publicity 

or fines. If you can’t detect an attack, you can’t report it; if few attacks are reported, 

regulators may not enforce disclosure rules as vigorously as with higher-profile 

threats. Lax or inconsistent enforcement allows organizations to avoid reporting even 

the attacks they suspect, which contributes to the weight of ignorance suppressing 

concern over insider threats. 

However, a result showing that more than 40% of the respondents are concerned about 

negative publicity does suggest they recognize the threat of insider breaches and the 

need to report those breaches and risk the resulting impact to reputations and potential 

fines. It doesn’t mean insiders have become a priority, but it does indicate that some 

organizations are beginning to recognize a potential cost in not addressing the threat. 

It is important to note that all of the top concerns revolve around data and intellectual 

property. Ultimately, anything that could impact the short- or long-term success of a 

business is a concern.

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

All of the top concerns 

revolve around data 

and intellectual 

property. Ultimately, 

anything that could 

impact the short- or 

long-term success of a 

business is a concern.
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Concern: Investment of Staff Time 

Because most organizations do not detect insider threats or know the true extent of 

compromise, it should not be a surprise that the second-largest estimate of the time 

invested in combating insider threats every month is “Unknown,” at 18%. It is very 

promising that only 5% chose “None.”  This means that most organizations are spending 

some time on insider threats. So, if your organization has not made some investment in 

insider threat, you are definitely behind the curve. See Figure 6.

  

Although organizations are spending some time on insider threat, the investment 

is still very low. The largest percentage of respondents (27%) estimated their time 

devoted to insider threat as 1 to 4 hours per month, which works out to approximately 

15 minutes to 1 hour per week. That kind of investment is almost not worth the effort. 

In this author’s experience, investigating and following up on an insider threat issue 

can easily take 30 to 40 hours. The reported time investments are not nearly enough 

to keep up with the threats, which could further explain why many organizations are 

stumbling in their efforts. 

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

How many hours per month do you estimate your organization is 
spending on insider threats?

Unknown Less than 1 
hour

5 to 8  
hours

17 to 40 
hours

None 1 to 4  
hours

9 to 16  
hours

More than 40 
hours

Figure 6. Time Investment in Handling Insider Threats
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20%

10%

0%



Concerns  (CONTINUED)

SANS ANALYST PROGRAM
10

Concern: Reactive, Not Proactive

Following up to the amount of time spent on insider threat, it is not surprising that only 

29% of the respondents have a dedicated team that focuses on insider threat. Sixty 

percent use existing staff and, surprisingly, 7% have no idea how to staff to address 

insider threats, as illustrated in Figure 7.

 

The lack of dedicated staff further highlights the approach organizations seem to be 

taking to deal with insider threat. If an organization does not have a dedicated team, 

it is clearly taking a reactive approach to insider threat—meaning that it will deploy 

resources to deal with the problem only when an insider threat is detected. The irony of 

this approach is that the probability of detecting an insider threat without a dedicated 

team is very low. Reactive programs will most likely deal only with insider threats 

discovered by a third party or incidents that cause enough damage that someone 

inside notices. 

A dedicated team charged with protecting against insider threat is required because 

insider threat is very stealthy. If an organization does not actively look for threats, a 

threat is often very hard to detect. Many organizations think that threat hunting, a 

proactive approach to security, only applies to external threats, but in reality, one of 

the best types of threat hunting programs can be applied to looking for, finding and 

dealing with insider threats. The stealthier the attack method, the more critical it is to be 

proactive and have dedicated resources looking for the problem. 

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

Does your organization have a dedicated team or department responsible for 
monitoring and/or responding to insider threats?

Figure 7. Resources for Monitoring Insider Threats

   Yes, we have a dedicated team that focuses 
on insider threat.

   No, we use our existing security resources on 
insider threats when they occur.

   No, we have no idea on how to staff for 
insider threats.

   Unknown

TAKEAWAY 

Justifying increases in budget 

or staffing is a challenge if 

you’re trying to address a 

problem with an impact you 

can’t estimate and that you 

don’t know how to fix. One 

way to address this is to ask: 

What are the three insider 

threat incidents that would 

cause the most damage to 

our organization, what skills 

would be required to counter 

them, and how many staff with 

those skills would we need? 

This exercise can then form the 

basis for your staffing plan for 

responding to those insider 

threats.
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Concern: Budgetary Support

The survey results on budgetary support are probably some of the most interesting—

and the scariest. The results conform to that old paradigm: The rich get richer, and the 

poor get poorer. It is disturbing that 28% of organizations have not budgeted anything 

to address insider threats and that the percentage only decreases to 16% in the next 12 

months. And organizations that do not treat insider threat as a high priority and that 

spend 5% or less of their IT budgets on prevention said they plan to spend less money 

on insider threat over the next year. Organizations that spend more than 5% on insider 

threat plan to increase their spending over the next year. See Figure 8.

 

While these results are very concerning, they are not surprising. Lack of concern over 

potential damage from insiders is a self-fulfilling prophecy. If you only spend a small 

amount on detecting or preventing insider threat, you may not see the threat or the 

value in defending against it. If you are getting little value, you will continue to spend 

less and less on the problem until you have a major breach. Organizations that spend 

significant resources on insider threat are able to identify threatening behavior and 

defend against it. They can see the value and, therefore, will continue to invest to get 

more and more value. If you can‘t see the threat, you can‘t counter it; if you can‘t counter 

it, you can‘t get a positive ROI from the money you do spend trying to address it.

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

What percentage of your IT budget are you currently spending for prevention  
and detection of insider incidents or attacks?  

What do you estimate this percentage might be in the next 12 months?

Figure 8. Budgetary Investments Now and in the Future

  Current           Next 12 Months
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By extension, what the data shows is that those who don’t expect insider threats to turn 

into major problems are setting themselves up for more insider-driven breaches over the 

next 12 months. Organizations that spend less on the problem, and will spend even less 

as time goes on, are most likely to suffer consequences from that decision. The insider 

threat problem is going to continue to grow and get worse because it is the easiest way 

for an adversary to target and break into an organization; therefore, organizations that 

ignore the problem or pretend that it will go away are going to pay the price, likely by 

being breached.1  

Malicious Versus Unintentional Insiders: When Insiders are  
Outsiders in Disguise

When asked how their budgets for handling insider threat were dispersed between 

malicious and accidental threats, the majority (56%) did not know. This is not 

unexpected, because organizations that do not have a formal process and dedicated 

team focused on insider threats do not, typically, track metrics on the resources they 

spend on malicious versus unintentional insiders. See Figure 9.

  

The results show a lack of maturity in the respondents’ organizations’ insider threat 

programs overall. The good news is that no organization is spending 100% of its budget 

on the malicious insider and ignoring the accidental insider. 

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

1   “2017 Verizon Data Breach Investigation Report,”  
www.verizonenterprise.com/verizon-insights-lab/dbir/2017 [Registration required.]

2   No respondents reported spending 100% of their allocated budget on the malicious insider.

What percentage of your allocated budget are you spending on the  
malicious insider, as opposed to the accidental or unintentional insider threat?  

Estimate to the nearest percentage.

25% 75%None 50%

Figure 9. Budgetary Spending Allocated to Malicious Insiders2

60%

40%

20%

0%

TAKEAWAY 

Organizations that base 

policies on the assumption 

that insiders pose no deliberate 

threat forget that “insiders” are 

often external attackers using 

legitimate user credentials to 

disguise a breach. 



Among my favorite questions in any SANS Analyst Program survey are those asking 

respondents how effective their preventive measures are. Those questions often 

provide the most misleading results. The questions may ask about effectiveness, but 

they actually measure whether an organization has ever detected an insider 

threat. It is important to ask how often your organization detects attacks 

and what measures it uses to measure the effectiveness of its program, not 

whether you think you have an effective program.

It is very interesting that 55% of repondents say that they have effective 

or very effective detection measures, yet only 38% indicate that they have 

experienced an attack. If these numbers were truly accurate, they would be 

identical. Because the probability of having an insider threat is very high, if 

organizations truly had proper detection, they would have detected at least 

one actual attack. Unless the program is very new or in its infancy, having 

zero detected attacks is indicative of an ineffective program. See Figure 10.

 

It is not surprising and very typical that most organizations are overconfident in their 

security. Many organizations think they have proper security, only to discover that a 

major breach has been affecting them for more than a year. Only then do they realize 

that their security is not as effective as they thought. Therefore, using proper tools and 

techniques is critical to ensuring visibility into the problem.  
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Effectiveness in Detecting Insider Threats

How effective do you consider your insider threat prevention and 
detection methods to be?

Figure 10. Efficacy of Insider Threat Prevention and Detection4

   Very effective. We have proven tools and 
techniques against attack.

   Effective. We are confident we have selected 
the best tools and techniques but have not used 
them operationally.

   Not effective. We are in the process of re-
evaluating our processes.

   Not applicable. We are not concerned about 
insider threats. 

   Unknown/No opinion

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

Insider Threat Visibility

Many organizations experience insider-enabled 
attacks, but because they do not have the proper 
visibility, they never detect them. Many have, 
therefore, not only faced insider threats, but have 
actually been attacked—and they do not realize it. 

End users have become the entry point of choice 
for external attackers, and points of vulnerability 
are legion. The September 2016 SANS Threat 
Landscape Survey showed that 80% of respondents 
had experienced a phishing attack; that 75% of 
identified, impactful threats entered via email 
attachment; and that 46% of attacks were 
launched by users clicking web links in email. 
Attacks are more sophisticated, but end users are 
increasingly vulnerable: 48% of attacks bypassed 
endpoint defenses through user error, and 38% 
through social engineering.3  

Based on this author’s experience, if your 
organization has been in existence for more than 
a few years, the probability of being hit by an 
insider-enabled attack is almost 100%.

3   “Exploits at the Endpoint: SANS 2016 Threat Landscape Survey,” September 2016,  
www.sans.org/reading-room/whitepapers/analyst/exploits-endpoint-2016-threat-landscape-survey-37157

4   Results add up to more than 100% due to rounding.



In evaluating tools and techniques, it is important to understand what problem 

organizations are trying to solve. Respondents believe the malicious insider is more 

detrimental than the accidental insider, as illustrated in Figure 11. 

The difference, however, is only 4 percentage points. The bottom line is that both 

are important, and the focus of any insider threat program should include both. 

Understanding user behavior helps detect breaches, understand what went wrong, 

minimize damage and prevent future damage.

The most important area of focus when preventing insider threat is to make sure the 

critical data is protected. Organizations that do spend money on the insider threat 

often fail to focus on the correct area and are not aligned with what is most important. 

Note in Figure 12 (on the next page) that policies, procedures and audits, all selected 

by 65% or more of respondents, lead the list of tools and techniques used to prevent 

insider attacks.

SANS ANALYST PROGRAM
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Tools, Techniques and Methods

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

Which category of insider has the potential to be the most detrimental  
to your organization? Select the best answer.

Malicious 
employee

Negligent 
contractor

Customer  
or client

Negligent 
employee

Malicious 
contractor

Affiliate  
or contractor

Figure 11. Malicious and Negligent Employees Potentially Damaging
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Policies, procedures and audits, while must-have preventive measures, are more 

symptomatic of the problem than fixes for the root cause. The root-cause problem is 

that insiders, or extermal attackers posing as insiders, are gaining accesss to data that 

is not properly protected and controlled. If data is not properly classified, managed and 

controlled, damage will still occur to an organization. Responses showing that only 56% 

of organizations use data loss prevention (DLP)—and its appearance in fourth place, 

behind policy-based controls on the list of tools and techniques—are evidence that 

there is still a gap between the need to protect data and the will to do so. 

Looking at tools and techniques for detecting insider threat, the problem is further 

amplified. In this case, data protection slipped to the fifth position, chosen by 52%, 

showing even less focus and emphasis on timely detection of an attack. See Figure 13 on 

the next page.
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What tools or techniques do you use to prevent/deter attacks stemming 
from insider threats? Select all that apply.
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Figure 12. Tools and Techniques to Prevent/Deter Insider Attacks
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The other important item to mention is that tools provide little benefit if they are not 

properly configured, controlled and maintained. Many organizations buy a security 

solution but do not have the resources to maintain it; therefore, that solution provides 

little value to the organization. And many of the widely used solutions are not focused 

on what insiders are doing with the data. Together, these issues may be part of the 

reason organizations are still trying to figure out what an insider threat looks like.

A great example of the lack of configuration and management is SIEM solutions, which 

are ranked in the survey as the most-used tool. However, in many organizations, the 

SIEM solution generates way too many alerts. Organizations often do not have enough 

resources to respond to so many alerts and analyze the results. When analysts perform 

post-mortems, they find alerts and indicators of the attack in the logs and/or SIEM. 

The problem is that because of the noise being generated by the multitude of alerts 

(including false positives), personnel ignored the alerts that really mattered. 

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

What tools or techniques do you use to detect insider incidents/attacks?  
Select all that apply.
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Figure 13. Tools and Techniques to Detect Insider Threats and Attacks
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To solve the problem of too 

many alerts, organizations 

need to properly tune their 

SIEM solutions to reduce the 

false positives so that the 

number of alerts generated 

can be managed correctly. The 

key takeaway is that security 

solutions do not improve 

security if they are not properly 

tuned and configured.
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The good news is that more and more organizations are recognizing the importance 

of insider threats. The bad news is that general detection and response are still in their 

infancy. As illustrated in Figure 14, the time reported by respondents for detection and 

mitigation is all across the board. Organizations are still trying to figure out what an 

insider threat looks like and how to appropriately respond and take action.

Adversaries need access to a system before they can compromise critical information 

and cause harm. That is undoubtedly the reason that account credentials, selected by 

36% of respondents, are the No. 1 item affected by an insider threat (see Figure 15). The 

next several responses all revolve around critical data and critical information.

Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey

From your determination (actual or estimated) of when the incident or attack started, 
how long did it take you to detect and then mitigate or stop the attack?

Figure 14. Time to Detection and Mitigation

20%

10%

0%

  Unknown/Unsure            <1 hour            1–8 hours            8–24 hours            1–7 days 
  1–4 weeks            1–6 months            7–12 months            More than a year

Detect Mitigate or Stop

What items were potentially or actually affected by the incident or attack? Select all that apply.

Compromise of privileged account information,  
including credentials

Possibility of fraud or abuse

Other

Compromise of personnel (human resources) information

Exposure of confidential business information such as 
financial information, customer lists and transaction history

Compromise of sensitive personal information (e.g., PII/PHI) 
related to a customer or client

Reputation damage stemming from negative publicity 
surrounding a breach or leak

Exposure of intellectual property such as trade secrets, 
research or confidential product roadmaps

Compromise of competitive advantage in the market

Figure 15. Items Affected by Insider Threats
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There is a reason that most countries have data breach laws: Stolen data is what 

ultimately causes harm to customers. The more an organization can proactively control 

and manage its critical data, the more effective it will be in minimizing the impact of an 

insider threat. And the better an organization understands the patterns of behavior that 

represent employees making normal, legitimate use of its data, the better it will be at 

spotting anomalies in the behavor that should be investigated.

Answers to the final question of the survey, about the amount of monetary damage 

suffered in respondents’ organizations’ worst losses, are as unsurprising as previous 

questions—the most common response had to be “Unknown,” and it was in fact selected 

by 43% of respondents. Estimating financial loss is difficult with any attack. Indirect 

losses, which are particularly difficult to measure, are especially common with attacks 

involving insiders. See Figure 16.

 

Items such as reputational impact and loss of customers are very hard to measure 

and even more difficult to attribute to a specific cause. In this author’s experience, 

most organizations overestimate their defenses when it comes to insider threat and 

underestimate the impact of an attack.
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The more an 

organization can 

proactively control 

and manage its 

critical data, the more 

effective it will be in 

minimizing the impact 

of an insider threat. 

It is critical to also 

understand the threats 

and vulnerabilities 

associated with the 

critical data.

What do you estimate was the extent of your (worst) loss in U.S. dollars?

Unknown $100,000 to 
$249,999

$.5 to $.9M $2.5 to $5MUnder 
$99,999

$250,000 to 
$499,999

$1 to $2.4M Over $5M

Figure 16. Estimated Losses Due to an Insider Threat Incident
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When approaching security, it is important to look at the goal or focus on the most 

important area. To determine where your focus should be, ask yourself the question: 

What is the difference between a major incident and a minor incident? The answer 

is quite simple: the data that was compromised. The data that was compromised or 

accessed is ultimately what determines the impact a breach has on an organization. 

Because insiders have direct access to critical data, it is much easier to compromise  

and/or use an insider to gain access than it is to perform an external attack. 

The following is a checklist that you can use to deal with the insider threat:

4    Identify the most critical data within your organization. Think like an 

adversary, and think through what data an attacker would target. 

4    Determine who currently has access to this data. Identify the insiders that 

could directly or indirectly access the sensitive data.

4    Restrict access to information to those who need it. Verify who actually needs 

the data, and remove any unnecessary access to reduce the attack surface.

4    Get visibility into user behavior. Understand what users are doing with 

sensitive data, and ensure they have not been compromised. 

4    Know your threats. Perform threat mapping, and identify the threats from 

unintentional and malicious insiders that would have the highest likelihood of 

causing damage.

4    Know your vulnerabilities. Determine which vulnerabilities would have the 

biggest impact if exploited.

4    Identify countermeasures to minimize or reduce the threat. Common 

methods of protection against the insider threat include data segmentation, 

application whitelisting, data protection and data classification.

As attack vectors continue to increase, it is critical to focus on the cause of damage: the 

insider threat. If you want to learn the secret to winning at security, it is focusing on the 

insider threat.
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