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Tested Products 
NGFW Group Test: SonicWall NSA 6600 SonicOS Enhanced 6.2.5.10-70n 

• Dynamic signature database and engine rule definitions: [Gateway Anti-Virus – UTC 01/05/2017; Intrusion 

Prevention – UTC 01/05/2017; Anti-Spyware – UTC 01/05/2017] 

Follow-on Test: SonicWall NSA 6600 SonicOS Enhanced 6.2.5.10-70n 

• Dynamic signature database and engine rule definitions: [Gateway Anti-Virus – UTC 05/17/2017 16:31:39.000; 

Intrusion Prevention – UTC 05/17/2017 19:29:30.000; Anti-Spyware – UTC 05/17/2017 19:28:09.000]1 

Environment 
Next Generation Firewall (NGFW) Test Methodology v7.0 

  

                                                                 

 

1 Devices with signatures and engine rule definitions that are timestamped as above or later will have remediated versions. Updates take place 

automatically, so no additional action from the customer is required, so long as the device has Internet connectivity. 
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Overview 
This document provides updated test results for the NSA 6600 SonicOS Enhanced 6.2.5.10-70n. 

During the 2017 NGFW Group Test, the SonicWall NSA 6600 failed to detect 100 percent of evasions in the HTTP 

evasion test. This affected its placement in NSS’ 2017 NGFW Security Value Map (SVM)™. After working closely 

with NSS, SonicWall rolled out the following signature database updates and engine rule definitions: 

• [Gateway Anti-Virus – UTC 05/17/2017 16:31:39.000; Intrusion Prevention – UTC 05/17/2017 19:29:30.000; 

Anti-Spyware – UTC 05/17/2017 19:28:09.000] 

The updated device was subjected to testing in our lab with the same test methodology used in the group test 

(NGFW v7.0), and the SonicWall NSA 6600 detected 100 percent of evasions in the HTTP evasion test. Although the 

device improved its overall evasion score by 73 percent, the device experienced a 0.1% drop in its exploit block 

rate and consequently a 5 Mbps drop in performance. 

Key Findings 

NSS NGFW Group Test 

● The NSA 6600 achieved a 26.4% Security Effectiveness score and $39 TCO per Protected Mbps (Value). 

● The device failed to protect against the HTTP evasion technique. Please see the Test Report for additional 

details. 

Follow-on Test 

● SonicWall rolled out updated signature database updates and engine rule definitions: Gateway Anti-Virus – 

UTC 05/17/2017 16:31:39.000; Intrusion Prevention – UTC 05/17/2017 19:29:30.000; Anti-Spyware – UTC 

05/17/2017 19:28:09.000. 

● The NSA 6600 achieved a 97.8% Security Effectiveness score and $10 TCO per Protected Mbps (Value). 

● The device proved effective against all evasion techniques tested. 
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The SVM illustrates the relative value of security investment by mapping the Security Effectiveness and the Total 

Cost of Ownership (TCO) per Protected Mbps (Value) of tested product configurations. The terms TCO per Protected 

Mbps and Value are used interchangeably throughout NSS reports. 

 

Figure 1 –2017 SonicWall Security Value Map™ (SVM)  

Note: For guidance on how to read the SVM, please refer to the original NGFW SVM Comparative Report2. 

Product 
NSS-Tested 

Throughput (Mbps) 
Block Rate Evasions 

Security 
Effectiveness 

TCO per Protected 
Mbps 

SonicWall Group Test  3,772  97.9% 27.0% 26.4% $39  

SonicWall Follow-on Test 3,767  97.8% 100% 97.8% $10  

Figure 2 – Detailed Results 

  

                                                                 

 

2 Next Generation Firewall Security Value Map Comparative Report 

https://research.nsslabs.com/reportaction/report-448/Marketing
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Detailed Results 

SonicWall NSA 6600 SonicOS Enhanced 6.2.5.10-70n  

NSS NGFW Group Test: June 6, 2017 

● Dynamic signature database and engine rule definitions: [Gateway Anti-Virus – UTC 01/05/2017; Intrusion 

Prevention – UTC 01/05/2017; Anti-Spyware – UTC 01/05/2017] 

NSS Exploit Library Block Rate 
Using the recommended policy, the NSA 6600 blocked 95.38% of attacks 
against server applications, 96.71% of attacks against client applications, and 
96.09% of attacks overall. 

CAWS (Live) Exploit Block Rate The device blocked 99.76% of live exploits. 

Evasion Techniques 
The device failed to protect against the HTTP evasion technique. Please see 
the Test Report for additional details. 

Stability and Reliability The device passed all stability and reliability tests. 

Firewall Policy Enforcement The device proved effective in enforcing all firewall policies.  

Application Control 
NSS engineers verified that the device successfully determined the correct 
application and took the appropriate action based on the policy. 

Performance Rating 
The NSA 6600 is rated by NSS at 3,772 Mbps, which is higher than the 
vendor-claimed performance; SonicWall rates this device at 3 Gbps. 

Follow-on Test: July 11, 2017 

● Dynamic signature database and engine rule definitions: [Gateway Anti-Virus – UTC 05/17/2017 16:31:39.000; 

Intrusion Prevention – UTC 05/17/2017 19:29:30.000; Anti-Spyware – UTC 05/17/2017 19:28:09.000]3 

NSS Exploit Library Block Rate 
Using the recommended policy, the NSA 6600 blocked 94.87% of attacks 
against server applications, 96.79% of attacks against client applications, and 
95.90 of attacks overall. 

CAWS (Live) Exploit Block Rate The device blocked 99.76% of live exploits. 

Evasion Techniques The device proved effective against all evasion techniques tested. 

Stability and Reliability The device passed all stability and reliability tests. 

Firewall Policy Enforcement The device proved effective in enforcing all firewall policies.  

Application Control 
NSS engineers verified that the device successfully determined the correct 
application and took the appropriate action based on the policy. 

Performance Rating 
The NSA 6600 is rated by NSS at 3,767 Mbps, which is higher than the 
vendor-claimed performance; SonicWall rates this device at 3 Gbps. 

                                                                 

 

3 Devices with signatures and engine rule definitions that are timestamped as above or later will have remediated versions.  Updates take place 

automatically, so no additional action from the customer is required, so long as the device has Internet connectivity. 
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© 2017 NSS Labs, Inc. All rights reserved. No part of this publication may be reproduced, copied/scanned, stored on a retrieval 

system, e-mailed or otherwise disseminated or transmitted without the express written consent of NSS Labs, Inc. (“us” or “we”).  

Please read the disclaimer in this box because it contains important information that binds you. If you do not agree to these 

conditions, you should not read the rest of this report but should instead return the report immediately to us. “You” or “your” 

means the person who accesses this report and any entity on whose behalf he/she has obtained this report.  

1. The information in this report is subject to change by us without notice, and we disclaim any obligation to update it. 

2. The information in this report is believed by us to be accurate and reliable at the time of publication, but is not guaranteed. All 

use of and reliance on this report are at your sole risk. We are not liable or responsible for any damages, losses, or expenses of 

any nature whatsoever arising from any error or omission in this report. 

3. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY US. ALL IMPLIED WARRANTIES, INCLUDING IMPLIED WARRANTIES OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT, ARE HEREBY DISCLAIMED AND EXCLUDED 

BY US. IN NO EVENT SHALL WE BE LIABLE FOR ANY DIRECT, CONSEQUENTIAL, INCIDENTAL, PUNITIVE, EXEMPLARY, OR INDIRECT 

DAMAGES, OR FOR ANY LOSS OF PROFIT, REVENUE, DATA, COMPUTER PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE 

POSSIBILITY THEREOF. 

4. This report does not constitute an endorsement, recommendation, or guarantee of any of the products (hardware or software) 

tested or the hardware and/or software used in testing the products. The testing does not guarantee that there are no errors or 

defects in the products or that the products will meet your expectations, requirements, needs, or specifications, or that they will 

operate without interruption.  

5. This report does not imply any endorsement, sponsorship, affiliation, or verification by or with any organizations mentioned in 

this report.  

6. All trademarks, service marks, and trade names used in this report are the trademarks, service marks, and trade names of their 

respective owners.  

 

Test Methodology 
Next Generation Firewall (NGFW) Test Methodology v7.0 

A copy of the test methodology is available on the NSS Labs website at www.nsslabs.com. 

Contact Information 
NSS Labs, Inc. 

206 Wild Basin Road 

Building A, Suite 200 

Austin, TX 78746 

info@nsslabs.com 

www.nsslabs.com 
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